NIS2

Seminar o nove evropské smernici
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Uvod do problematiky NIS2
Radek Sichtanc, 02
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NIS2 a novy ZoKB - zakladni fakta

* Cil: zlepsit odolnost verejnych a soukromych subjektu, prislusnych organu a EU jako celku v oblasti
Kybernetické bezpecnosti a schopnost reagovat na bezpecnostni incidenty

» Stanovuje minimalni pravidla tykajici se regulacniho ramce a mechanismy ucinné spoluprace mezi
prislusnymi organy v kazdem clenskem state

 Mnohem Sirsi oblast pusobnosti — vice spole¢nosti, ve vice odvétvich

» Zprisnuje a zefektivhuje pozadavky na kybernetickou bezpecnost

» ZlepsSi sdileni informaci a spolupraci mezi organy Clenskych statu

 Posileni fizeni bezpecnosti a odpovédnosti vedoucich pracovnikl podniku

» Za nedodrzeni povinnosti hrozi vyssi sankce

» Zaklad zmen pro novy ZoKB



Zakon o kyberneticke bezpecnosti

Vyhlaska o Portdlu NUKIB

* Novy zakon

» Cca 70 paragraft o roms o
* 6 novych vyhlasek sluzbdch

» Jedna jedina povinna osoba®

* Dva rezimy povinnosti

| Vyhlaska o nepominutelnych
' funkcich (BDR)

- ’ . N

Vyhldska o urovnich cloud |
computingu

(upravena vyhlaska

¢.315/2021 Sb.) )

Vyhlagka o bezpe&nostnich Viyhlaéka o bezpeénostnich
opatfenich pro vy3¥i rezim opatfenich pro niz&i re¥im
Poskytovatel regulované sluzby Regulovana sluzba
- » naplnujici alespon jedno kritérium pro identifikaci
Provozovatele zakladni sluzby regulované sluzby podle vyhlasky o regulovanych
Kriticka (nejen informacni) infrastruktura sluzbach (objektivni naplneni kritérii)
Vyznamne informacni systemy nebo
Vsechny subjekty z NIS2 « uréend rozhodnutim NUKIBu na zakladé kritéria pro

urceni regulovane sluzby

* Pro primarni sadu povinnosti spojenych s prevenci — zavadéni bezpecnostnich opatreni, hlaseni incidentu apod.



Sebeidentifikace — kriteria
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Sebeidentifikace — velikost

Pocet zameéstnancu Obrat v mil. EUR
N
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Sebeidentifikace — odvetvi

Sluzby uvedené v priloze 1 - Essential
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Subjekty, kterym plynou povinnosti z NIS2, ale nespadaji do rezimu essentail ani important

=

Subjekty, shromazd'ujici a udrzujici presnou a uplnou registraci nazvu domen.




Povinnosti

Hlavni povinnosti

* hlasit kontaktni a dalsi udaje

» stanovit rozsah rizeni kybernetické bezpecnosti a definovat rozsah regulace v organizaci

» zavadet bezpecnostni opatreni podle rezimu, v ktereém je sluzba urCena (vyssi/nizsi)

 hlasit kyberneticke bezpecnostni incidenty podle rezimu, v kterem je sluzba urCena (vyssi/nizsi)

* informovat zakazniky o incidentech a hrozbach

» provadet protiopatreni

» plnit povinnosti z tzv. mechanismu bezpecnosti dodavatelskeho retezce u vybranych (strategicky
vyznamnych) sluzeb

. zajistit dostupnost z Ceské republiky u vybranych (strategicky vyznamnych) sluzeb



Hlaseni kybernetickych bezpecnostnich incidentu

Kybernetickym bezpecnostnim incidentem se rozumi naruseni bezpecnosti informaci v ramci aktiv
(souvisejici s regulovanou sluzbou).

HlaSeni kybernetického bezpe&nostniho incidentu na NUKIB
= jen ty, které maji puvod v kybernetickém prostoru.

Pro hlaseni je treba posoudit dve situace:
 vyznamny dopad na poskytovani regulovaneé sluzby
 umyslneé zavineni kybernetickéeho bezpecnostniho incidentu



Hlaseni kybernetickych bezpecnostnich incidentu

Vys$i rezim hlasi vSe NUKIB

Pozn.: Portal NUKIB

Nizsi rezim hlasi vSe, co je imysiné, Narodnimu CERT
nebo to,
CO je vyznamne



Hlaseni kybernetickych bezpecnostnich incidentu

'24 hodin | 72 hodin 30 dna

O O O
Prvotni hlaseni Oznameni Zaverecna zprava



Sankce — vyse pokuty

Subjekt v rezimu
vyssich povinnosti 250 mil. CZK

N nebo
ﬁ@ﬁ 2 % obratu
g 8 175 mil. CZK

nebo

1,4 % obratu

Subjekt v rezimu
nizsich povinnosti



Lhuty

* Registrovat regulovanou sluzbu — do 30 dni

» Hiasit kontaktni a dalsi udaje — do 30 dni (15 dni zmeny)

» Stanovit rozsah rizeni kybernetické bezpecnosti — kdykoliv (nebo cela organizace)
« Zavadet bezpecnostni opatreni — do 1 roku (od evidence)

» HIaseni kybernetickych bezpecnostnich incidentu — do 1 roku (od evidence)

* Protiopatreni (vystraha, varovani, reaktivni opatreni) — ihned

* Informacni povinnost poskytovatele regulovane sluzby — ihned



Rizeni dodavatel

Nova oblast, nevyplyva ze smernice NIS2, ale z narodniho rozhodnuti

* plati pouze pro vybrané organizace v rezimu vyssich povinnosti (a to nikoli vsech)

* organizace v ramci této povinnosti musi nahlasit dodavatele

* budou proverovani dodavatelé do kriticke casti systemu, kteri dodavaji bezpecnostne
vyznamnou dodavku

» stat provéfi to, zda dodavatel neni hrozbou pro bezpeénost CR, zajmy CR, vnitini a vefejnou
bezpecnost

» NUKIB muze vydat zdkaz dodavatele pouZit nebo upozornéni na riziko (opatieni)

* |ze udelit vyjimku (napr. pokud to nikdo jiny nevyrabi, ohrozilo by to sluzbu atp.)

» kK vyrazeni jiz dodanych technologii nemusi dojit hned, pocita se s prechodnymi Ihutami

 hlaseni dodavatelu do 1 roku od urceni poskytovatele regulovane sluzby

Uginné do 1 roku od vyrozuméni od oznadéeni sluzby jako strategické.



Casova osa nové regulace

Rijen 2024 Rijen 2025
O
Ocekavana Zavedeni
ucinnost zakona bezpecnostnich
opatreni
L T T —

Dnes

Listopad 2024

Registrace u NUKIB



Shrnuti

* Sebeidentifikace
* QOdvetvi
* Velikost firmy
* Nizsi a vyssi rezim povinnosti
+ Registrace u NUKIB
* Primarni a podpurna aktiva
 GAP analyza
* Plan napravy
 |Implementace
* Prubézné zlepsovani
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Jak se pripravit na NIS2
Tomas Svoboda, O2 ITS
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Organizacni opatreni
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Role a odpovednosti vrcholoveho vedeni

Prokazatelna ucast na skoleni
Schvalovani bezpecnostnich politik
Zajisteni dostupnosti zdroju — interné nebo formou outsourcingu
Jmenovani bezpecnostnich roli
UrcCeni vyboru pro rizeni IKB a ucast na jednanich
Minimalne 1x rocne schvalovani:
« Vysledku hodnoceni rizik
* Auditnich zprav
* Analyzy dopadu — BIA



Bezpecnostni politiky

a jejich role v zajisteni bezpecnosti

Politika zajistovani minimalni urovne kybernetické bezpecnosit
 Rozsah, SLA

Bezpecnost lidskych zdroju
+  Skoleni, sankce za poruseni povinnosti

Rizeni aktiv a rizik
* |dentifikace aktiv, odpovedné osoby, pripustne pouziti aktiv

Rizeni dodavatelu
* Pravidla identifikace vyznamneho dodavatele, bezpecnostni pozadavky do smluv s dodavatell



Bezpecnostni role

Nizsi rezim:
 Mate to jednodussi ©
 (Osoba odpovedna za kybernetickou bezpecnost

VysSsi rezim:
 Manazer kybernetické bezpecnosti,
* Architekt kyberneticke bezpecCnosti
 (Garant aktiva — primarni i podpurna aktiva
* Auditor kybernetické bezpecnosti.

Zastupitelnost bezpecnostnich roli
Bezpecnostni role nesmi odpovidat za provoz



Rizeni aktiv

Je nezbytné vedet, jaka aktiva jsou pro spolecnost klicova
°* Primarni — informace nebo klicova sluzba, ktera je poskytovana
* Podpurna - HW, SW, lidskeé zdroje, dodavatele, lokality
e Jak identifikovat aktiva?
* Jak identifikovat garanty aktiv?
* Kilicovy vstup do rizeni rizik
* Aktiva nejsou pouze CMDB polozky IT infrastruktury!
e Kcemu je to dobré? ©



Rizeni rizik

Je nezbytné vedet, jaka rizika maji vliv na zajisteni regulovane sluzby

* Hrozby, zranitelnosti

°* Proces rizeni rizik — minimalne 1x rocne

* (Odpovednost v procesu fizeni rizik

* Bezpecnostni role, vedeni

°* Analyza rizik aneb hrozby, zranitelnosti a kde je najit? ©

* Vyhodnoceni rizik — prioritizace a kritéria pro reseni

* Zvladani rizik

* Akceptace, preneseni, sdileni, vyhnuti se riziku a jejich vyznam pro organizaci



Rizeni dodavatel(

NizSi rezim
* Propsani pozadavku do smluv s dodavateli
* CIA, audit, retezeni, rizeni zmen, NDA, exit strategie, BCM, sankce

Vyssi rezim
* |dentifikace, informovani a evidence dodavatelu
°* Pravidelny audit — interni i treti stranou
* Hodnoceni rizik pred uzavrenim smiouvy
* Pozadavky KB ve smlouvach s dodavateli, pravidla chovani dodavatele

* Bezpecnostni politiky, incidenty, aktiva, rizika, likvidace dat, odstoupeni od smlouvy, predani
dat do jineho statu.



Skoleni

Plan rozvoje bezpecnostniho povedomi = periodicky plan skoleni

Prokazatelne:
e Skoleni vrcholového vedeni
e Skoleni zaméstnancy
e Skoleni dodavateld
Vyssi rezim
e Skoleni bezpeé&nostnich roli
* (Co skolit — doporucena skoleni v priloze C. 8
e Socialni inzenyrstvi, VPN, elektronicka komunikace, cloudova uloziste, aktualni hrozby,
detekce zranitelnosti, pouzivani zarizeni pro soukromé ucely



Rizeni kontinuity

Kontinuita Cinnosti neni pouze zalohovani a disaster recovery
Kontinuita Cinnosti = procesy a Cinnosti organizace, nejen |IT systému

Nizsi rezim

°* Vazba na primarni aktiva — poradi obnovy primarnich aktiv
* (Odpovednosti, pravomoci

e Zalohovani

Vyssi rezim

* Metodika pro stanoveni analyzy dopadu

* Vstup do hodnoceni rizik

e Stanoveni minimalni urovne poskytovanych sluzeb
* BC plan per sluzba

* Testovani planu kontinuity Cinnosti

Priklad: Pandemie COVID 19 a vliv na lidské zdroje



Rizeni incidentt

NizsSi rezim
 Jak posuzovat incidenty”? Metodicky postup — vazba na rizeni kontinuity Cinnosti

* HIaseni incidentu s vyznamnym dopadem
* Zaverecna zprava o kybernetickem incidentu

Vyssi rezim

* (Odpovednosti pri detekci a reseni incidentu — IT, vedeni, bezpecnostni role
* Hladeni VSECH kyber. bezp. incidentt podle zakona

* Zajisteni dukaznich materialu

 Aktualizace analyzy rizik, BCP

°* Prvotni hlaseni do 24 hodin



Rizeni zmén

NizSi rezim

e Rizeni zmén u dodavatell

N 7y

Vyssi rezim

* Zmeny majici vliv na kybernetickou bezpecnost

* Politika rizeni zmen

°* Vyznamné zmeny — co to je?7??7?
* Dokumentace, role, odpovednosti
* Hodnoceni rizik, analyza rizik, penetracni testovani
* Testovani

* Navraceni do puvodniho stavu
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Technicka opatreni

) r




Rizeni pFistupu a identit

7 7y

Nizsi rezim

* Kazdy uzivatel jedinecny identifikator
* Nezapomenout na technicke ucty!

°* Pravidelné prezkoumavani

* Vicefaktorova autentizace jako cil

* KiliCe, certifikaty, hesla

 Jakridit obalkove ucty?

Vyssi rezim
°* Centralizovany nastroj pro rizeni opravneni

* Evidence aktiv, kde neni nasazena vicefaktorova autentizace
* Vychozi hesla generovana nahodne

Jak uchopit procesy?



Bezpechost komunikaci

NizSi rezim
* Zejmena oddeleni provozniho a zalohovaciho prostredi

* Evidence povolenych komunikaci
* Bezpedné sitové protokoly — NUKIB

Vyssi rezim
* (ddeleni provozniho, zalohovaciho, vyvojoveho, testovaciho a jineho specifickeho prostredi
* Vzdalene pristupy a vzdalena sprava aktiv
* Kryptografie
* Evidence povolenych komunikaci
* Firewally, NGFW, aplikacni firewally



Aplikacni bezpecnost

NizsSi rezim
* Patch management
* Evidence nepodporovanych systému, omezeni jejich komunikace, nahradni bezpecnostni
opatreni — best practice?
* Skenovani zranitelnosti relevantnich aktiv — vychazi z rizeni aktiv analyzy rizik

Vyssi rezim
* Pravidelné skenovani zranitelnosti 1x rocne a penetracni testy 1x za 2 roky (interni a externi
sit)
* Vysledky jako vstup do rizeni rizik
* Penetracni testy pred uvedenim do provozu a pri vyznamnych zmenach

* Retesty
* Penetracni testy celku max. do 5 let



Aplikacni bezpecnost

NizsSi rezim
* Patch management
* Evidence nepodporovanych systému, omezeni jejich komunikace, nahradni bezpecnostni
opatreni — best practice?
* Skenovani zranitelnosti relevantnich aktiv — vychazi z rizeni aktiv analyzy rizik

Vyssi rezim
* Pravidelné skenovani zranitelnosti 1x rocne a penetracni testy 1x za 2 roky (interni a externi
sit)
* Vysledky jako vstup do rizeni rizik
* Penetracni testy pred uvedenim do provozu a pri vyznamnych zmenach

* Retesty
* Penetracni testy celku max. do 5 let



Logovani a vyhodnocovani udalosti

NizsSi rezim
°* (Ochrana pred skodlivym kédem — antiviry, EDR vCetne jejich aktualizace — vazba na aplikacni
bezpecnost

* Kontrola dat na perimetru — FW, NGFW
e \/casneé varovani osob o incidentu

Vyssi rezim
* Centralni nastroj pro detekci — best practice — log management, SIEM, SOAR
e (Casova synchronizace
° Preklad adres — NAT!
* Uchovani logu nejméne 18 mésicu. Forenzni uloziste?
* Vyhodnocovani udalosti jako vstup do analyzy rizik a planu zvladani rizik



Kryptografie

NizsSi rezim
°* (Odolneé algoritmy a kde je najit?
°* Pouziti tam, kde je to vhodne.
* Hodnoceni aktiv a rizik

Vyssi rezim
* Kryptograficke kliCe a certifikaty
* System spravy klicu — certifikacni autority

* Best practice — procesy generovani, zmeny a zneplatnéni klicu — kompletni dokumentace
PKI procesu a infrastruktury



Stanoveni vyznamnosti dopadu
kybernetickeho bezpecnostniho incidentu

NizSi rezim

e Stanovit unosnou miru ujmy zpusobenou kybernetickym bezpecnostnim incidentem predstavujici
uhrn nejvyssi skody a nemajetkové ujmy vznikle v souvislosti s kybernetickym bezpecnostnim
incidentem, v jehoz dusledku jeste nejsou ohrozeny zivot Ci zdravi osob ani schopnost
poskytovatele regulované sluzby dostat svym zavazkum

* Hodnoceni dopadu — vyuzit metodiku NUKIB — metodika k voditkim pro hodnoceni dopadd
° BCM

Vyssi rezim

* HIasi se vSechny incidenty s puvodem v kyberprostoru



Dostupnost regulovane sluzby

NizSi rezim

°* Neni specifikovano

Vyssi rezim
* Zajisténi dostupnosti sluzby podle cilu v BCM

* Redundance aktiv
e /Zalohovani

* Testy integrity dostupnosti a obnovitelnosti zaloh a dokumentace techto testu — temér nikdo
dnes neprovadi

 Sifrovani zaloh
* Table-top cviceni jsou nedostatecna




Prumyslova, ridici a jina specificka aktiva

NizSi rezim

°* Neni specifikovano

Vyssi rezim
e Standardni opatreni

* Segmentace site

* Rizeni pfistupu

* Omezeni vzdalenych pristupu
* (Ochrana pred zranitelnostmi
* Fyzicka bezpecnost

e Casty problém — nepodporovana nebo proprietarni zarizeni
* Evidence zarizeni, analyza rizik, ekonomicko-bezpecnostni posouzeni
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Ukazky a priklady implementace NIS2
lvo Kubicek, O2
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02 partner pro kyberbezpecnost

Patrime ke spickam
2021 ESET pres 2 mid, O2 necelou 1/3 mld

Produkty
primo pro kybez

NGFW, antiDDoS, SOC, MDM, zakaznicka reseni
podporujici kybez

O2 Hosting/ O2 Cloud v TIll datovych centrech, O365, ...

Reference
z B2B, B2C, B2G i B2E

Auto reference
vyhoveni ZoKB, |SO 27x, ...
prenos zkusenosti do B2x reseni



Snadna cesta NIS2

A A" 4

Pri rizeni kontinuity Cinnosti si organizace stanovi minimalni urovne poskytovanych sluzeb, ktera je
prijatelna pro uzivani, provoz a spravu regulované sluzby.

Principem zavadeni bezpecnostnich opatreni v ICT je:

zmapovat si sve prostredi

identifikovat, co vse je treba pro zajisteni chodu regulovane sluzby

vyhodnocovat rizika, ktera mohou ohrozit kontinuitu sluzby

» zavadet primérena opatreni, ktera dana rizika snizi na akceptovatelnou uroven

,Poznat zavislost stroje na penize (requlované sluzby) na ICT a zavedenim primerenych opatreni
Snizit rizika poruseni BC na akceptovatelnou uroven.”



Priklady z praxe

Stuxnet v ceskych garazich neuspeje
segmentace, ZTNA, ...

Penize usetrené za Al jsme vrazili do lidi
Skolici platforma, MFA, ...

Kontext udélal z DDoSu prumyslovou spionaz
centralizovany sber logu s moznosti analyzy



Model ZTNA (nulové duveéry) s O2 resenim

pravidla se otiskuji do UniCPE vidi
o provozu * . e
. ®: 2. . AN ' do vnlt.rnl site
oo ) * perimetru * na perimetr
* Kklienty on-net | off-net
% o off-net * Y
90 @’

— o= na zakladé uniCPE a klienti davaji logy
poznani « kam/kdy/kdo
vznikaji pravidla pristupuje

informace z platformy sbér a ulozeni logu
datovy provoz, udalosti, DNS, bezpecnostni alerty, ... analytika
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Nasazeni s mnoha funkcemi a jednoduchou spravou
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ZTNA - Zero trust security model
CASB - Cloud access security broker
vulnerability scanning

SW inventory

MFA - Multi-factor Authentication
SASE - Secure Access Service Edge

EDR - Endpoint Detection and Response

NAC - Network Access Control

SOC - Security operations center

AM - ldentity a Access Management
RP - Incident Response Plan

PAM - Privileged Access Management
MDM - Mobile Device Management
WAF - Web application firewall
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Fortinet produkty
zasazene do NIS2




Spolecnost Fortinet v Cislech

Founded: October 2000

Founded by: Ken Xie and Michael Xie
Headquarters: Sunnyvale, CA

Fortinet IPO (FTNT): November 2009
Listed in both: NASDAQ 100 and S&P 500

Member of: 2022 Dow Jones Sustainability World
and North America Indices

Security Investment Grade Rating: BBB+ Baa1

For over 20 years, Fortinet has been a driving force in the evolution of
cybersecurity and the convergence of networking and security. Our
security solutions are among the most deployed, most patented, and
most validated in the industry.

Global Customer Base

705k+

Customers

2022 Billings

$5.59B+

(as of Dec 31, 2022)

Market Capitalization

$45.5B

(as of Sept 30, 2022)

Broad, Integrated Portfolio of

50+

Enterprise Cybersecurity
Products

Strong Analyst Validation

70+

Enterprise Analyst Report
Inclusions

Vertical Integration

$1B+

Investment in ASIC
Design & Development




Fortinet — svetova jednicka na poli bezpecnosti
Majority of our R&D is based in North America

Chicago Ottawa
US Canada
Burnaby Concord
Canada US
— Z : =
T T - o
- Uberlandia
Brazil
Sunnyvale
US
-

Sophia
France

Herzliya

13,600+

Emplo ees
Worldwide

Bangalore _
India Kawasaki
Japan
S
- g -
—
-

Fortinet Dev & Support
O Headquarters

O Dev Centers
@ Support Centers

@ Centers of Excellence

Regional Office

100+

Global Cloud
Locations

© Fortinet Inc. All Rights Reserved. 47



FortiGuard Threat Research Lab (Al-Powered)

Broad Coverage

Early Detection & Response
endpoints, networks and applications

Telemetry across millions of Fortinet

6 M Unknown Query

Firewalls
3 M ( @ FortiGuard Labs

Web

Gateways

/AN

FIAAD

20M — @
Emails @ &@

10M

(P
Endpoints

SM

Al /| Machine Learning

Billions

of Updates Daily

Sandbox 1K+ 1K+

FortiGuard Labs Global Threat Threat Intelligence
Hunters and Researchers Sources

Verdict

Y,

¥
© A

v @

¥
s O

Broad Protection

across millions of Fortinet endpoints,
networks and applications

Network
Security

Endpoints

o

Sandbox

© Fortinet Inc. All Rights Reserved. 48



Pohled na aktualni hrozby (komplexnejsi nez kdy predtim)

SPEAR PHISHING & N DAY CYBER-PHYSICAL APT THREAT ACTORS
DEEP FAKES VULNERABILITIES ATTACKS

::@:: l@‘

More targeted, more automated, 24% Growth in Published Removal of Air Gaps is 30% of APT groups were detected
and more channels CVEs in 2022 over 2021 exposing OT as active in just the 1H 2023

RANSOMWARE & WIPERS CLOUD RISKS SUPPLY CHAIN ATTACKS INSIDER RISK

S
% aQa
&

Ransomware infections times falls 69% of companies use two or 12% of data breaches originated +32% Year on Year Increase in
from 5 days to 5 hours more clouds from a software supply chain Insider Risk Incidents
attack

© Fortinet Inc. All Rights Reserved. 49




\
Jak dlouho trva detekce (a odstraneni) utocnika v siti

Average time from detection to remediation

12 hrs 6 hrs 12 hrs

Time to Detect ] Time to Contain ] Time to Investigate [ Time to Remediate

New SEC Rule

of organizations report SecOps
are harder than 2 years ago, cite a s
threats, attack surface,

volume/complexity’

$9.4M

to disclose material cybersecurity Avg Breach Cost
incident

m m oource: Enterprise Strategy Group, 1. ESG Research, SOC Modernization Survey, October 2022. © Fortinet Inc. All Rights Reserved. 50



,Reseni"

SASE and Cloud

Secure Networking Security Operations

VMS
ZTNA

D_Ii_gi_tal Ethernet NDR  EAswm WAF
win MDR
XDR MFA CSPM
5G Wi-Fi7 loT SOAR - . DEM
EMAIL
Firewall AlOps EDR
oA SIEM SD-WAN CIEM

NaaS
Routing

6G

SANDBOX
DECEPTION

CASB

EPP

IPS

WAF

DRPS

OoT
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Opravdove reseni smeruje k ,,SASE"

50 vencors l 20 vencors l l F::RTINET l
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Fortinet Security Fabric

Secure Networking

)L

CONVERGE

Security and networking

convergence across all edges,

users, and devices

\_

Security Operations

CONSOLIDATE

Consolidated security operations platform
to accelerate time to detect and respond

J

Universal SASE
’\3\’

CONSUME

Flexible consumption of security services to
secure access & protect networks,

applications & data on any cloud

J

-

&

Al-Driven Technologies

FortiCloud

' 7

@

FortiPoints

FortiGuard Labs

&

OT-Compliant Ecosystem

J
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Secure Networking

ASIC Appliance

Cybersecurity Platform

0 o] (W (& deF

Cloud Native

Threat
Intelligence e Ecosystem @

As-a Service

UJ,

OT Aware Security

A B & 89

Container

© Fortinet Inc. All Rights Reserved.
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Threat
Intelligence

Cybersecurity Platform

Secure Networking

Digital Experience Digital Risk
Secure LAN Firewall SIEM SOAR
Secure WLAN SD-WAN Analytics Threat Intelligence
5G SASE EDR/XDR |dentity
SWG ZTNA Email WAF
Cloud Networking NAC Cloud Security NDR

Ecosystem @

ull

OT Aware Security

Cyber-Physical Risk

Rugged AP NAC/PAM

Rugged FW OT Services

Industrial Switch OT SIEM/SOAR

SD-WAN/5G OT EDR

© Fortinet Inc. All Rights Reserved.
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Hlavni vyhody spolecnosti Fortinet

Security Processors FortiOS Security Fabric

FortiGuard

56



Jedno zarizeni pro vsechno 0,10
FortiGate jako prvni uCPE poskytuje: O
« SD-WAN
« NGFW
« LAN/WLAN
~—ZTINA
- N o0 ulm] —
Q\ N X Ciled — -
o v o0 o0 B
ZTNA Wireless LAN LAN NGFW SD-WAN Wireless WAN

Only Vendor Integrates & Manages All Functions with a Single Management

Accelerate Enhance Operations Accelerate Transition to Zero
Troubleshooting and Lower TCO Trust Edge & SD-Branch

— © Fortinet Inc. All Rights Reserved. 57

Simplify Architecture

and Management




o
(=

o D
= &

o110
Firewall SD-Branch

Control points Optimize application Secure your premise Secure remote Apply zero trust to
across the experience users all applications
infrastructure

- - © Fortinet Inc. All Rights Reserved. 58



97% of organizations plan to have an
active vendor consolidation strategy

within the next three years.

Primary Reasons Organizations are
Pursuing Security Vendor Consolidation:

Increase efficacy by integrating Increase effectiveness by allowing

multiple components broader reach and visibility
Easier management by reducing the Cost/budgeting/to
number of separate tools save money

Gartner



1. Rozdel a panuj
FortiGate, FortiSwitch, FortiAP

* Segmentace site

 NGFW politika (IPS, AppCtrl, WebkFilter,
AntiMalware)

* Pro provoz z/do vnitrni site
* Ale také uvnitr site

 SSL inspekce

» Rizeni pfistupu k LAN/WiFi

» Sit pro hosty

« Zabezpeceny vzdaleny pristup (VPN -> ZTNA)

« Konsolidace bezpe€nostnich prvku

Centralni sprava

D Vae DY _aha Sl

NGFW s integrovanym kontrolérem

Pristupova \ ,
v

vrstva
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2. Rozdel a panuj
FortiGate, FortiSwitch, FortiAP, FortiNAC

o o Automaticka segmentace loT Devices
S eg men ta ce S| te zafizeni podle typu
.

AntiMalware) ' |

* Pro provoz z/do vnitrni site

I FortiNAC

 Ale take uvnitr sité Syslog - SEW

SSL inspekce

_ , _ Integrace s dalSimi vendory
FortiNAC neustale vyhodnocuje

v o . _ il vy e
Rizeni pristupu k LAN/WiFi o e f 176 -

L Network

Zabezpecleny vzdaleny pristup (VPN -> ZTNA) f

& g Routersa‘
Konsolidace bezpecnostnich prvku I3 & @@
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3. Zabezpeceni pracovni stanice
FortiClient EMS (EPP)

» Konvencni bezpecnostni nastroje

» Telemetricke informace z pracovni stanice

AntiVirus/AntiMalware, AntiExploit, napojeni na
FortiSandbox, \WebFilter

Stav zarizeni, seznam instalovanych aplikaci
Autopatching zranitelnosti

Monitoring zranitelnosti (vulnerability)
Automaticka karantena

» Vzdaleny pristup (VPN -> ZTNA)
« SASE klient
* |dentita uzivatele (SSO)

E PD— ‘ Kompletni ZTNA |¥

Security Fabric:
- Sandbox

- SASE SIA

- NAC

- FortiGate

= —= |

"
]
]

N\

—

| |

s

ol

—C

pD—da

Windows, Mac, Linux,
mobilni zarizeni

i

A4 D'F'-.
=

L o
|
_

3 -~ —

Centralni sprava pomoci EMS

]

|| ¢
A L__ .
) -
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4. Pokrocile zabezpeceni pracovni stanice
FortiEDR

Nevyuziva statické signatury

Neni zalozen na reaktivnim principu

Pracuje s ML a proprietarnimi algoritmy

Cilem je: ,detect & defuse”

FortiEDR

4 FortiEDR agent

Discover

Prevent
& Predict

=

Pre-Infection

Post-Infection/ Post Execution

% ® 7S 22

Defuse Respond

& Investigate

Detect

Vyskyt skodlivého kodu:

- SoC Alert ve stadiu pre-execution -
Automatic Diffusion pomoci Playbook
scenare

Remediate
& Roll back

Y .

Kongiguracni granularita

- @R

of 1

© Fortinet Inc. All Rights Reserved.
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5. Identita uzivatele
FortiToken, FortiToken Mobile, FortiAuthenticator

Multi Factor Authentication

Nekolik variant

« HW privesek

* Aplikace do mobilniho telefonu
* Cloud reseni (IDaaS)

Push notifikace
Podpora Apple Watch

Nativni integrace s FSF

FortiToken:

- Mobile
- Hardware
- Cloud Based

2FA pomoci :
- FortiGate
- FortiAuthenticator

2FA Tokeny nebo pristup
ke sluzbé IDaaS
FortiCloud

Zabezpeceny pristup na
zaklade ovérene identity

© Fortinet Inc. All Rights Reserved.



6. Zabezpeceni komunikace e-mailem
FortiMail, FortiMail Cloud

 E-malil je stale #1 threat vector (malware
pfes e-mail 94 %) :

 Podpora SaaS (MS365)
 Podpora MSSP rezimu

~_ | MS365 API

» |Integrace v ramci Fortinet Security
Fabric:

 FortiSandbox
 Fortilsolator
* FortiNDR a dalsi

=

Microsoft 365

» Otestujte si pomoci CTAP programu

= © Fortinet Inc. All Rights Reserved.




7. Prace s provoznimi informacemi (logy)
FortiAnalyzer, FortiSIEM, FortiSOAR, SoCaasS, FortiAlOps

FortiAnalyzer

* FortiSoC modul

* Playbooks (automatizace
* Investigace incidentu

FortiISIEM/FortiSOAR

* Pro pokrocCilejsi zakazniky

FortiSOCaaS

» SOC jako sluzba poskytovana
spolecnosti Fortinet

* FortiAlOps

» Diagnostika a troubleshooting NOC
pomoci ML/AI engine

="s FortiSoC v

2 : . . Created on
Highh INO0002422 thisisincident created for endpoint in loCevent  Uncategorized Not Assigned New
Affected Endpoint/User Executed Playbooks
Topology M FGYM04TM19000838 PLAYBOOK STATUS
o - Compromised Host Incident Running ®
Addresses MAC: O 16
IP: 192 Run AV Scan Success &
Operating System &8 Windows 7 Run Vulnerability Scan Success &@
Status Registered - Online Get process & connection List Success &
Online Interfaces & Guest Network (vsw.port5) Get Vulnerabilities Success @
= . : VULNERABILITY List
st See oW Update C&C Blacklist on Edge FortiGate
Last Seen Now pdate 2 REHGC RORGIaS o Attached
Quarantine Endpoint Queued.., By Playbook: Get Vulnerabilities
2019.06.28.09:49:54
EVENT ATTACHED
By Playbook: Compromised Host
12020-01-30 17:11:03 To 2020-01-31 18:25:34 (Tot Incident
2019.06.28.09:49:54
055 554 0555 0550 57 055 550 08 0601 0802 0603 0804 0305 0506 08607 0508 0800 0810 0311 061 08 B:14 08:15 08 VULNERABILITY SCAN
L | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 L 1 1 1 1 1 1 1 REQUESTED
. . ‘ . . . ‘ ‘ ' ' By Playbook: Run Vulnerability
Scan

2019.06.28.09:49:54

LOOKING UP EVENTS

aybook: Compromised Host

Severity Additional Info

1 Compromised host detected 1 critica infected-ip: 103.226.154.43 :80, Traffic path: S

1 ritic: infe I )3.226.154.43 :80, Traff Shawn-FW-9
1 critica infected-ip: 103.226.154 .43 :80, Traffic path: Shawn-FW-93
5 Web request to Malicious Websites de 1 high
DNS traffic to Botnet C&C daicoaero.r 10 critica
7 Malware VBA/Agent.LAG!tr.didr down' 2 high
Traffic anomaly: icmp_sweep blocked 5 rify

2020-01-31T18

ast Modified on: N/A

ADOM:SOAR ©I @ »>- @admlnv

[# Edit

Audit History

now @

REPORT ATTACHED

By Playbook: Compromised
Host Incident
2019.06.28.09:49:54

PROCESS LIST REQUESTED

By Playbook: Get process &
connection List

2019.06.28.09:49:54

AV SCAN REQUESTED
By Playbook: Run AV Scan

2019.06.28.09:49:54

REPORT SCHEDULED

By Playbook: Compromised Host
Incident
2019.06.28.09:49:54

INCIDENT CREATED

By Playbook: Compromised Host
Incident
2019.06.28.09:49:54

Switches Wireless Firewalls UEBA IDS/IPS

e N > ~ e ~. & ! ] & . & . 1S
4 ~ * gy ) gy ) g
3 ~ 3 N g G — ¥ = Y
a5 \f NG \[ P & > / &
TR ~ g ~ S X ~ X
S 55 i 5 LS
N S50 -l =

© Fortinet Inc. All Rights Reserved.
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7. Prace s provoznimi informacemi (logy)

Zakladni pozadavky: Uvéslomélétpoiadavky s ohledem na
soucasnost:

» Sbeér logu |
» Automatizace reakci (playbook)

» (Generovani realtime informaci |
* |ncident response framework

» Offline reportin
porting « Pomoc pfi investigaci incidentu pfes cely

+ MozZnost centralni spravy ekosystém (Fortinet Security Fabric)
s podporou Al/ML

« Zero Touch Deployment

» Konfiguracni workflow

N7

* Aplikacni bezpecnost — best practice

» Optimalizace bezpecnostni politiky

67



8. Bezpecna prace na dalku
FortiSASE

Jak zabranit tomu, aby se uzivatel
nenakazil mimo chranénou sif’

SASE je obrovske téma (viz Gartner
Hype Cycle)

Bezpecnost pro koncova uzivatelska
zarizeni poskytovana z cloudu jako
sluzba (FWaaS)

Uzivatel muze byt kdekoliv

Pruzneé licencovani

SIA FortiClient se pfipojuje
ke sluzbé pres internet

i Sluzba |
" FortiSASE Cloud ;

Veskera inspekce se
odehrava ve FortiCloud

© Fortinet Inc. All Rights Reserved. 68



8. Bezpecna prace na dalku

/ FORTIGATE

FORTICLIENT

=

© Fortinet Inc. All Rights Reserved.
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8. Bezpecna prace na dalku

AV Software is installed and running

AD Group

Antivirus software

AV Signatures is up-to-date

Certificate

Forticlient

EMS Management

User Specified

-ile

Social Network Login

P range

_ogged in Domain

On-fabric Status

OS Version

Registry Key

Running Process

Google

LinkedIn

Salesforce

Sandbox Detection

Windows Defender is enabled

User ldentity

Bitlocker Disk Encryption is enabled

Vulnerable Devices

Exploit Guard is enabled

Windows Security

Application Guard is enabled

Windows Firewall is enabled




8. Bezpecna prace na dalku

Stejneé moznosti prace odkudkoliv

» Stejny pristup v kancelar
nebo mimo ni

Sally

DEVELOPER
Project X

» Automaticky zabezpeceneé
aplikace

Charlie

* Aplikace umistene kdekoliv

J MoznOSt m u Itifa ktor SYSTEM ANALYJ;'(:'
a Ute ntiza Ce Project Hawk

© Fortinet Inc. All Rights Reserved. 71



8. Bezpecna prace na dalku

Pro administratory

’ ’ Dat
» Granularni kontrola &$© Center

» Centralneé spravovaneée
Private
Q@} Cloud

QV_V/% Public
A/% Cloud

D

GoogleCloud

* Aplikace umistené kdekoliv

» Uzivatele se dostanou pouze k jim pridelenym

aplikacim

© Fortinet Inc. All Rights Reserved.
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Co nas odlisuje

Attack Surface Coverage Native Technology Integration Independent Validation
» Users & Devices, Networks & Clouds + More than a collection (or * Virus Bulletin, MITRE
| L consortium) of point products
 Web & Email Applications » Gartner, Forrester, IDC,
* Automated containment Kuppinger Cole and more

 External Attack Surface
& Dark Web « ESG Research
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Fortinet Secu rlty Fabric the industry’s highest-performing integrated cybersecurity mesh platform

: . . Fabric Management ..\, Fabric Management Support & Mitigation
Secure Networking Cloud Security Zero Trust Access _ 9 _ J PP J
. Center: NOC ' Center: SOC Services
FortiGate FortiGate VM FortiSASE 1 FortiManager @ FortiDeceptor FortiCare Essentials*
l I l NGFW w/ SOC acceleration and | l l NGFW w/ SOC acceleration and Enforce dynamic network access Centralized management of your N Discover active attackers inside with lVE—I 15% of hardware
industry-leading secure SD-WAN industry-leading secure SD-WAN control and network segmentation Fortinet security infrastructure decoy assets
. FortiDDOS Machine- (mm . FortiNDR Accelerate FortiCare Premium*
* FortiGate SD-WAN roriubos. . o) ZTNAAgent Remote FortiGate Cloud  saas o o evoing e e :
g quickly inspects traffic at k access, application access, and risk ® mitigation of evolving threats an 20% of hardware
*&?*  Application-centric, scalable, and layers 3, 4, and 7 & L duction w/ zero touch deployment, threat investigation
° Secure SD-WAN with NGFW C configuration, and management FortiC Elite**
_ FortiCNP FortiAuthenticator — FortiEDR Toravare =te
— FortiExtender Manage risk and compliance through @ Identify users wherever they are and FortiMonitor 43X | Automated protection and ’
H Extend scalable and resilient LTE multi-cloud infrastructures enforce strong authentication Analysis tool to provide NOC and === orchestrated incident response _ .
and LAN connectivity . SOC monitoring capabilities =N FortiConverter 25%
FortiDevSec | =) FortiToken FortiRecon ] ofhardware
FortiAP Continuous application security One-time password application with ~~. FortiAlOps Digital Risk Protection (DRP) for _ o
(.) testing in CI/CD pipelines push notification (S8 : P . . early, actionable warning and fast S oriCare Premium Is formerly 24x7
Protected LAN Edge deployments \& =/ Network inspection to rapidly resp(;nse abport: Lower support price for Switches and
ith wirel tivit i R . ~—
with wireless connectivity FortiWeb o s FortiClient Fabric Agent analyze, enable, and correlate * FortiSandbox / FortiAl * Response time for High Priority tickets.
Prevent web application attacks : ortisandbox / Forti Available for ForiGate, FortiManager,
_ - ®| IPSec and SSL VPN tunnel, endpoint Q . . . ForiAnalvzer FortSwich. and Foriap
FortiSwitch against critical web assets telemetry and more FortiExtender Cloud [ S] Secure virtual runtime environment to ortiAnalyzer, FortiSwitch, and Forti
:><: Deliver security, performance, and ’ FortiADC Abplication- ] = -/ Deploy, manage and customize LTE expose unknown threats
manageable access to data »,’ aware intelliqence for distrri)gution of Y FortiGuest Simplified internet access
\ application t?affic 2~ guest access, BYOD, and policy . FortiAnalyzer
FortiNAC ' _ management FNDN Exclusive Correlation, reporting, land Iog. . .
Visibility, access control and FOl'tIGS!_B C|Olrld. _ —4 FortiPAM {:‘5 developer community for access to management in Security Fabric Communlcatlon and
automated responses for all ,,"é, Ensure business continuity during O = Control & monitoring of elevated & advanced tools & scripts ) Surveillance
networked devices b Unexpected network downtime —T1— privileged accounts, processes, and FortiSIEM Integrated
. . iti & security, performance, and
/.70\ FortiProxy FortiMail crifical systems ” availabxillits/ monitoring
‘. Enforce internet, compliance and Secure mail getaway to protect .
= granular applica:(ion control against SPAM and virus attacks . FortiFone
_ / FortiSOAR Robust IP Phones w/ HD Audio
Fortilsolat FortiCASB FortiGuard Threat Open Ecosystem m Automated security operations, with centralized management
ortilsolator Prevent misconfigurations of SaaS | lli e el e ~— analytics, and response _—
Maintain an "air-gap” between o : nte Igence & UL Lok (24 sl FortiVoice
© applications and meet compliance ecosystem of integrated solutions \ - :
browser and web content FortiTester \\ Integrated voice, chat, conferencing
FortiCNF Offers : a4 | Network performance testing and (r;anr;?agl;ie;rggnt, and fax with
@ enterprise-grade protection on Powered by FortiGuard Labs ‘ﬂiﬁ? Fabric Connectors breach attack simulation (BAS)
Amazon AWS, with inbound and Fortinet-developed . :
outbound traffic inspection and SOC-as-a-Service El Ilj[c)"ll'-\tllgzlii::/eszﬂ/eillance cameras for
insights i - ' )
g g DevOp Tools & Script == Continuous awareness and control of ohysical safety and security
OO Fortinet & community-driven events, alerts, and threats
@ e _ FortiRecorder
Fabric API Integration Incident Response High-performance NVR
4 : Partner-led Service with Al-powered video management
A Digital forensic analysis, response, software
X7 Extended Ecosystem containment, and guidance

*

o
"4

Threat sharing w/ tech vendors
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Security
Operations

Fortinet L
Security
Fabric

Cloud Security

Broad : o WY X '\ (D
Siroké spektrum ruznych ¥ 'fﬁ \ /4% riGuara /\
Y , . : .‘ G
bezpecdnostnich produktu N ntaliienee
Integrated .
Konsolidace a vzajemna %
provazanost . Sy, 5
g4 Secure i
® Networking Ecosystem
Automated \ &
Rychla automatizovana reakce na o T
odhaleny incident L
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Shrnuti na zaver

Jsme technologicky orientovana firma

Vlastni vyvoj vsSech dulezitych komponent
* QOperacni system FortiOS
» HW Akcelerovana platforma (hodnoty z datasheet odpovidaji realite)
» Vlastni threat research laborator FortiGuard

Pokryti od provider prostredi az po SMB (domaci nasazeni)

VSechna zarizeni maji stejny set funkci

Poskytujeme vlastni SoC formou sluzby (SoCaaS)




Shrnuti na zaver

. Siroké produktové portfolio

* Vzajemna integrace jednotlivych produktovych rad mezi sebou

* Integrace s 500+ dalsimi vendory v ramci Fortinet Security Fabric
* Centrum technicke podpory (Technical Assistance Center) v Praze
* Propracovany system skoleni NSE (8 urovni)

» Jednoducha licencni politika (nezavisla na pocCtu uzivatelu)

* QObrovska instalovana baze v CZ i ve svéete

» Silna lokalni podpora
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